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(54) Internet performance network 

(57) An Internet service provider can improve inter- 
net-like services to its customers by providing closely- 
controlled server computers and intelligent proxy serv- 
ers under the control of a central control computer. The 
performance network provides access to information 
such as web sites through data networks operated and 
controlled by the Internet service provider. As the work 



load of the server increases, or as it might be unable to 
respond to requests for information by subscribers, the 
central control computer can allocate computation re- 
sources of other, less burdened machines to act as serv- 
ers to those customers. The network also collects and 
aggregates customer information that can be made 
available to the providers of the server content. 



FIG. 1 



NETWORK MONITORING AND CONTROL 



-44 



40 



CM 

CD 

LO 
O 

o 

CL 
LU 



46A 



PRIMARY SERVES 



APPLICATION INFORMATION - 



46B-4 SHA^ RESOURCE SERVER 




APPLICATION INFORMATION 

ir 



1 



SHARED RESOURCE SERVER -^B 



:4F 



_ ^ir: 

I | j-J" ' requests FOfi'^3 I 

' INFORMATION j | 



50 



APPLICATION INFORMATION 

' / 



j I [ INTELUGENr PROXY 

APPLICATION I SE ^ R A - 

LNFORUATION £ O 



i — 



RE0UEST5 FOR 
INFORMATION 





1 



EP 0 905 621 A1 



2 



Description 

Background Of The Invention 

[0001] This invention relates to computer networks. 
More particularly, this invention relates to computer net- 
works that are used with, and form part of the internet. 
[0002] The Internet, sometimes referred to as the 
world wide web ; is a loosely-coupled network of com- 
puters and computer networks electrically linked togeth- 
er through a plethora of electronic media. The comput- 
ers-.and computer networks are loosely coupled in that 
constituent computers vary in size, manufacture, oper- 
ating systems and are interconnected so that these 
computers and networks themselves operate independ- 
ently of each other, but exchange information with each 
other. 

[0003] information originating from one computer 
node of the I ntern et destined for another computer might 
be routed through several computers thai comprise the 
Internet. As the volume of message traffic on the Inter- 
net has increased, transferring data across the network 
requires increasingly more real time. Internet users 
must wait for increasing amounts of time to receive re- 
quested data. 

[0004] The recent proliferation of computers used by 
consumers and the proliferation of web sites operated 
by businesses of ail kinds has increased network traffic 
and thereby is increasingly taxing the capabilities of the 
Internet. This proliferation has itself spawned new busi- 
nesses. Businesses have sprung up to create software 
needed to run a web site. Other new businesses are 
dedicated to providing internet access to end users and 
are known as Internet service providers. Some busi- 
nesses now sell other businesses' ads on their web sites 
as a service. Examples of these companies include 
search engines and newspaper sites. 
[0005] Two of the services provided by Internet serv- 
ice providers (ISPs) are both hosting services, allowing 
customers to publish on the Internet, and access serv- 
ices, allowing customers to retrieve information from the 
Internet or communicate over the Internet. Internet serv- 
ice providers' customers fall into two categories: busi- 
nesses that use the Internet or world wide web for com- 
mercial advantage; and consumers, who are targeted 
for advertising by businesses. 
[0006] Many commercial customers pay Internet 
service providers to maintain the computer resources 
necessary to provide a web site, which is nothing more 
than data stored on a computer which when it is trans- 
ferred to another computer can be used to create an im- 
age, sound, text, series of images, etc. on the recipient 
computer. These web sites are typically commercial ad- 
vertisements of goods and service. Mors and more busi- 
nesses advertise their goods and services on web sites, 
which are server computers preprogrammed to down- 
load (i.e., transmit) information through the internet to 
client computers that request the information. Business- 



es of all kinds : as well as individuals, now own and main- 
tain web sites. 

[0007] The second type of ISP customer is the con- 
sumer who uses the web browser or client, and is typi- 

5 cally an individual who perceives some value in access- 
ing and viewing the web sites of commercial entities. 
[0008] The two categories of Internet service provider 
customers have demanding needs. Commercial cus- 
tomers of Internet service providers, who want to adver- 

?0 tise goods or services on the Internet, want to increase 
the number of consumers who access their web sites 
and they want their web site readily and easily accessi- 
ble to all the web browsers who might have an interest 
in viewing the information carried thereon. They want 

75 the consumers to have a pleasant experience at their 
web sites so that they are iikeiy to return. Consumers 
who are visiting the web sites of businesses to get in- 
formation or to be entertained would like to have no net- 
work delays and to have information available immedi- 

20 alely. 

[0009] It is well known however that as the number of 
users of the Internet and the amount of data transferred 
has increased, the response time of the network has in- 
creased. It takes more and more time to get information 

25 from a computer offering a web site of interest because 
the computer networks that provide Internet services 
have finite resources, and have a limited capability of 
servicing a limited number of computers at a given time. 
[0010] As the number or hits on a web site increases 

30 however, physical limitations of the network invariably 
increases the time it takes to download a web site to 
additional browsers. 

[0011] In order to satisfy the two categories of Internet 
service provider customers, the Internet service provid- 
35 er needs to make the most effective use of its network 
resources. Commercial customers of Internet service 
providers, who advertise goods and services, want to 
maximize the number of customers who access their 
web sites and want delays to obtaining information to 
40 be low. Said another way, they want to be perceived to 
be nearby and readily accessible by their customers. 
Typically these customers would pay the ISP based on 
the bandwidth supported in and out of their web sites. 
This is directly proportional to the number of simultane- 
45 ous customers that can be supported and the average 
amount of data transferred. A second component of the 
amount paid to the hosting ISP would be the total 
amount of storage space used. In order to better meet 
these needs, ISPs need a way to control the use of their 
so network resources to guarantee levels of service while 
providing only those resources necessary in order to 
minimize cost. 

[0012] A method and a device by which an Internet 
service provider could improve the utilization of its com- 
55 puter resources for both categories of customers would 
be an improvement that might benefit all parties con- 
cerned: the ISP, the commercial user, and the consum- 
er. !n the case of an Internet service provider, providing 
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Internet access to large numbers of subscribers, a 
means by which it could enhance Internet service to its 
own subscribers and by which it could control operating 
costs would be of considerable value. 
[001 3] Accordingly, an object of the invention is to pro- 
vide a method and apparatus for performance and re- 
source utilization of Internet Service Provider networks 
by dynamically monitoring and controlling network re- 
sources. With this invention, ISPs can provide guaran- 
teed levels of service while providing only those resourc- 
es necessary in order to minimize cost. 

Summary Of The Invention 

[0014] There is provided herein a method and appa- 
ratus for providing improved computer services to cus- 
tomers of an Internet service provider using a unique 
control architecture. 

[0015] Unlike the Internet, which is a virtually unreg- 
ulated network of computers, a closely controlled com- 
puter network architecture, optimized to control utiliza- 
tion of computer resources, allows the network to be dy- 
namically reconfigured in response to changing de- 
mands on the network resources. Closer control of avail- 
able computer resources improves overall network per- 
formance. 

[0016] Rather than store computer resources on a 
single machine or a few closely linked machines that are 
accessible by numerous computers in a computer net- 
work, computer resources that are to be provided to only 
the internet service providers customers are distributed 
throughout a network of computers accessible only to 
the customers of the Internet service provider. In a large 
computer network of computers configured to distribute 
computer information sought by end-user consumers, 
and intended to be distributed by commercial users to 
consumers, the close control of the distribution of such 
information and close control of the computer resources 
that are available to accomplish the information distri- 
bution improves overall network response time and per- 
formance to the network's users. Internet-like services 
can be provided by a service provider that are superior 
to the services currently offered through the existing In- 
ternet architecture. 

Brief Description Of The Drawing 

[001 7] Figures 1 and 1 A show a graphical represen- 
tation of the computer network organization contemplat- 
ed by the preferred embodiment herein. 
[0018] Figure 2 shows a graphical representation of 
an alternate embodiment of the 

[0019] Figure 3 shows a graphical representation of 
the computer network contemplated by the invention as 
it presently relates to the Internet. 



Description Of The Preferred Embodiment 

[0020] Figures 1 and 1A show a computer network 
(40) for improving service on the worldwide web and In- 
s ternet. Figure 1 shows the flow of application information 
and the requests for application information between the 
computers of the network (40). Figure 1 A shows the flow 
of monitoring and control information between the com- 
puters of the network (40). 
io [0021] Referring to Figures 1 and 1 A, the network has 
three components: 1 ) a monitoring and controlling com- 
puter (44) that collects data on network performance 
and which can effect the movement of copies of com- 
puter data between server resources; 2) server resourc- 
es es, including both primary servers (46A) which are the 
source of data and shared resource servers (46B), host 
a variety of data as it is assigned by the controller com- 
puter (44); and 3) intelligent proxy computers (50) which 
can cache data, route requests to the appropriate server 
20 resources as assigned by the controller computer, and 
relay information from the server resources through its 
buffer to the browser or another network, thus accom- 
modating faster network speeds than access speeds. 
The intelligent proxy computer can also collect detailed 
2S customer information, if desired, that can be aggregated 
at a later time to give to business customers, e.g. ; report 
on number of times customers look at a specific page 
of the web site. 

[0022] Information stored within these computers is 

30 typically the data associated with a web site but might 
also include files for ftp transfer or data for other appli- 
cations. The information storage media is typically ran- 
dom access memory but might also include data stored 
on magnetic tape, discs, CD-ROM or other media. The 

35 computers constituting the network would each have 
some electronic data storage means. 
[0023] In a preferred embodiment, the monitoring and 
controller computer (44) is not involved in the actual 
transfer of data from the server resources (46A, 46B) to 

40 the requesting client (e.g., browser), rather, it monitors 
the performance of the network by collecting measure- 
ment data from the other nodes. For example, it would 
collect information on processor loads on the server re- 
sources and download times from requested data from 

45 each server resource. It can move copies of the data 
onto any of the shared server resources (46B) either 
based on network measurements or based on provi : 
sioning by operations personnel. It can provision the In- 
telligent Proxies (50) to go to a particular server re- 

so source (46A, 46B) to fulfill requests (e.g., http requests 
for web pages or ftp requests for files). It can afso collect 
application-based usage measurements from the serv- 
er resources (46A, 46B) and intelligent Proxies (50) 
such as the number of requests for a given Web Page. 

S5 Once the information is collected by the monitoring and 
controlling computer (44), shared resource servers can 
be reassigned without losing their application data. It 
can use the requesting intelligent proxy (50) as a means 
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of collecting geographical-based application usage da- 
ta. By assigning intelligent proxies (50) to geographicai 
or marketing areas (e.g., states), information about the 
level of interest in each area can be determined based 
on which intelligent proxy made the request. 
[0024] in an alternate embodiment shown in Figure 2, 
the routing to supported application information is pro- 
vided by a Domain Name Server or DNS (200) instead 
of the Intelligent Proxy Servers (50). In this embodiment, 
no Intelligent Proxy Server (50) is required, rather rout- 
ing to supported application is performed by a DNS 
(2Q0) under the control of the Monitoring and Control 
Computer (44), i.e., the DNS (200) routing data for sup- 
ported applications is dynamically controlled by the 
Monitoring and Control Computer (44). 
[0025] As set forth above, the server resources (46A 
and 46B) are computers that contain and are the sourc- 
es of data to be distributed throughout the network (40) 
and ultimately made available to the subscribers or cli- 
ent computers (54). The server resources (46A, 46B) 
are both logically and physically distributed throughout 
the network and linked to an Internet protocol data path. 
This distribution of server resources (46A and 46 B) 
means that there are multiple routing paths to the sup- 
ported application data and even a widespread natural 
disaster (e.g., fire, flood, earthquake) or equipment out- 
age or failure will affect only a portion of the network (40) 
and its resources. 

[0026] The primary servers (46A) are considered to 
be the permanent or long-term storage locations of in- 
formation on any of the server resources (46A) and 
these computers typically will not be overwritten until an 
application or other information being distributed to sub- 
scribers (50) is to be changed. An example of when an 
application would be changed might be the introduction 
of new products or a new advertising campaign on a web 
page of an automobile manufacturer. This invention will 
not effect the methods of changing or updating the data. 
[0027] The dynamic mirror servers, also known as the 
shared server resources (46B), are also computers that 
are preferably machines comparable to the primary 
servers (46A). however, copies of supported applica- 
tions on primary servers (4SA) are placed on the shared 
resource servers (46B) by the monitoring and controlling 
computer (44) when needed. For added flexibility it is 
possible for the monitoring and controlling computer to 
designate which servers are primary and which are sec- 
ondary. The data stored therein is replaced by other data 
or removed by the monitoring and controlling computer 
(44) when the shared resources (46B) are no longer 
needed by a supported application because of de- 
creased demand or when for either business or perform- 
ance reasons another supported application is assigned 
the shared resources the application had been using. 
[0028] The Intelligent Proxy Servers (50) are separate 
computers that serve a defined community of users, ei- 
ther client browsers (54) or other networks (50-1). They 
receive requests for information (e.g., an http request 



for a web page or an ftp request for a file). If the infor- 
mation is not a supported application, i.e., the informa- 
tion is not already present within the particular machine 
(50).. they forward a request for the information to the 

s appropriate computer where the information is located 
as do current proxy cache servers. Unsupported appli- 
cations, e.g., other web pages, may be hosted by an- 
other network, or they may be applications hosted by 
the Internet service provider that controls the network 

io (40) shown in Figure 1 and 1 A, but not included in the 
Internet Performance Network Architecture. 
[0029] If information requests from a proxy server (50) 
is a supported application, the proxy servers (50) serve 
it to the requester, a browser (54) for example, from its 
cache if the information is in fact cached. Some support- 
ed data which is static (i.e., the data does not change 
based on whom requests it, time of request, or previous 
activity) can be cached at the intelligent proxy Server 
(50) making a request to the resource server (46) un- 
20 necessary. If it is not cached, the proxy servers (50) 
check where to get it from, based on a provisioned table 
maintained by the monitoring and controlling computer 
(44). The proxy servers (50) request the information, 
downloading it at a high data rate over the network and 
25 serving it to the requester from a buffer of the proxy serv- 
er (50) at the rate supported by the connection to the 
browsers (54). 

[0030] Figure 3 shows the relationship of the network 
shown in Figure 1 and 1A to the Internet (10) at large. 

30 in Figure 3, the computer network (40) shown in Figure 
1 can be considered a separate network adjunct to the 
Internet (10). For the Internet service provider, the ability 
to control computer resources so as to control the per- 
formance of its services to all of its customers (54) and 

35 to optimize network resource utilization is an advantage 
over prior art. 

[0031] In the embodiment shown in Figure 1 and 1 A, 
computer network resources can be dynamically reallo- 
cated under the control of these main control computer 

40 (44) as the demand for information increases and de- 
creases over time. In this way, resources can be allo- 
cated to control the access time that a consumer (54) 
experiences while simultaneously increasing the avail- 
ability and the number of "hits" upon a web site whereat 

45 goods and services of the commercial customers are . 
advertised. Unlike the current architecture of the Inter- 
net, which does not include any means by which infor- 
mation bottlenecks can be alleviated by a central con-, 
trailer, the invention disclosed herein permits intelligent, 

so real-time control of computer network that can be con- 
tinuously optimized according to the demands being 
placed upon the network. 

- [0032] To customers of an ISP using the invention de- 
scribe herein, the Internet Performance Network Archi- 
es tecture described herein looks much like the uncon- 
trolled internet. However, by improving the control of 
computer resources and the allocation of them to par- 
ticular tasks, the performance of a large computer net- 
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work of an Internet service provider can be substantially 
improved. By improved control over its network, an ISP 
can realize increased customer satisfaction, increased 
utilization of network resources, decreased costs for 
providing a given level of service., and increased reve- £ 
nue. 

Claims 

w 

1 . A computer network for dynamically allocating net- 
working and computer resources for specified com- 
~ puter applications to a predetermined set of cfient 
computers comprised of: 

15 

a first and at least one second computer means 
for storing computer applications to be made 
available to client computers in said predeter- 
mined set of client computers, said first and 
said at least one second computer means be- 20 
ing operatively coupled to each other to copy 
information from said first computer to said at 
least one second computer means; 

at least one proxy server computer means cou- 25 
pled to said first and said at least one second 
computer means tor requesting said computer 
applications from said first and said at least one 
second computer means upon receiving re- 
questfrom at least one of said client computers; 30 

a third computer coupled to said first, said at 
least one second, and said at least one proxy 
server computers for monitoring said first, said 
at least one second, and said proxy computers; 35 

whereby said third computer controls how 
many copies of each supported application are 
available on said at least one second computer 
means and which of said at least one second 40 
computer means in the network have copies of 
each supported application. 



available to client computers in said predeter- 
mined set of client computers on a first and at 
least one second computer operatively coupled 
to each other to copy information from said first 
computer to said at least one second computer; 

providing at least one proxy server computer 
coupled to said first and said at least one sec- 
ond computer that requests computer applica- 
tions from said first and said at least one second 
computer upon receiving request for a compu- 
ter application from at least one of said cfient 
computers; 

providing a third computer coupled to said first, 
said at least one second, and said at least one 
proxy server computers that monitors said first, 
said at least one second,, and said proxy com- 
puters; 

whereby said third computer controls how 
many copies of each supported application are 
available on said at least one second computer 
means and which of said at .least one second 
computer means in the network have copies of 
each supported application. 

5. The method of claim 4 further including the step of: 
collecting customer information on said proxy serv- 
er computer and said first and said at least one sec- 
ond computer. 

6. The method of claim 4 further including the step of: 
monitoring and controlling information on said first 
and said at least one second 

computer and said at least one proxy server 
computer. 



2. The computer network of claim 1 wherein said third 
computer is a monitoring and controlling computer *s 
that monitors and controls said first and said at least 
one second computer means and said at least one 
proxy server means. 

3. The computer network of claim 1 wherein said first so 
and said at least one second computer means is a 
server resource computer. 

4. A method for allocating computer resources for 
specified computer applications to a predetermined ss 
set of client computers comprised of the steps of: 

providing computer applications to be made 
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